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Avoid Phishing Scams

The 2007 statistics on phishing and ID theft are out and the news isn’'t good.

$3.2 billion was lost to phishing and ID theft. More than 40 percent of Americans — 124 million -- either
know or suspect that they’ve received a phishing email.

And 3.2 percent of those lost money as a result.

The numbers are courtesy of Gartner, Inc., a worldwide leader in IT research

Avoiding phishing scams and protecting your 1D

Though the threat and potential for ID theft is significant, protecting yourself from phishing scams is simple.
e Check the sender’s address, and make sure it’s authentic.

e Look at the greeting. If Visa is sending you an email, they know your name, and aren’t going to greet
you with Dear Prospective Visa Cardholder, or Dear Customer.

e Don’t be fooled by authentic looking graphics or logos. It's pretty simple to cut and paste these from
legitimate websites.

e Spelling or grammar errors are another sign that the email is bogus.

e Don’t fall for the request for account information. The request may come in the form of “we’re doing
some account maintenance,” or “we’ve received suspicious charges.”

e Don’'t open any attachments or click on any links in the email. Immediately close the email and go to
the legitimate web source, or call your credit card company or financial institution and report the email.

Password security

The first step to protecting your identity online is selecting a password that will be impossible or difficult for
phishers to crack.

e Never use your name or any derivative of it in your password.
e Steer clear of the obvious like your birth date or mother’'s maiden name.
e Mix in numbers, capital and lower case letters, and characters.

e Base your password on something that will be easy for you to remember. For instance, “Never call me
late for dinner” becomes “NvrcIMEL84dnr!” or “I hate tailgaters too” could be used as “iH8Talg8r$2.”

e Every spring and fall when you reset your clocks and change your smoke alarms batteries, change your
passwords.

e Don’'t keep your passwords in an obvious location, like taped under your keyboard.
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Online Identity Theft

Has the information you transmit online been intercepted by identity thieves? Recognize if it has
and learn the best way to keep your online identity secure.

The Problem: Recent years have seen the Internet transform from hub of information to hub of commerce,
and while this change has added convenience to our lives, it has greatly increased the chances that we will
become victims of identity theft.

The Internet is such fertile ground for identity thieves because they can attack anyone, anywhere, at any
time - from as close as the next county or as far as the other side of the world. Online identity thieves are
using sophisticated, yet readily available, programs to spy on an individual’s browsing habits, track their
keystrokes, and lift their financial and personal information from retailers, banks, and other organizations.
The Internet is a way of life, yet we must recognize that threats exist wherever we browse, and that taking
the proper precautions is a necessity.

The Solution: Learn if you are at risk, minimize the risk, and counteract any identity theft that has
occurred.

Action Step I: Am I at risk? Simply put, yes, we all are. Any time you go online, even for something as
simple as checking the day’s headlines, you make yourself vulnerable to identity theft. Make a few
purchases, check your account balance, or pay off a credit card, and the danger grows.

Action Step II: How can I protect myself? When online, only do business with reputable companies
whose legitimacy you can confirm. Be sure that any page that asks you to enter personal information has
“https” in the address bar (the “s” means secure) and a padlock icon at the bottom of the screen. Use
passwords that are easy to remember, but hard for others to guess, and include a mix of letters, numbers,
and special characters. Avoid passwords that reference your name, last name, birth date, or other personal
information.

Avoid “phishing” scams, which generally come in the form of fraudulent e-mails pretending to be from banks,
retailers, or government agencies. Don‘t respond with any personal information unless you made the contact
first. Keep your computer free of viruses, worms, and spyware, which are often designed to corrupt files and
lift information. Sweep often and keep your anti-virus software up-to-date - new viruses are developed
everyday, and being prepared for the next threat is often the best defense.

Action Step III: What if my identity has been stolen? If you suspect someone has tampered with your
identity, the first step is to call one of the three national credit reporting agencies (Equifax, Experian, or
TransUnion) to perform a credit check, and if necessary, enter a fraud alert. A fraud alert stays on your
credit report for 90 days, which should give you enough time to close any compromised accounts, open new
ones, and go through the proper channels to rectify the damage.

Don’t be dissuaded from shopping or banking over the Internet. Shopping and paying bills online is still
much safer than mailing checks - a Web site’s encryption code is much tougher to break than a paper
envelope. While we may never be immune to identity theft, the more we acknowledge that it exists, and the
more steps we take to protect ourselves, the safer we'll be.
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Hackers and Identity Theft

Are you the target of a hacker? Understand the threat and learn how to protect your sensitive
information so you stay off a hacker’s radar.

The Problem: You do everything to protect yourself from the growing threat of identity theft, but despite
your best efforts, the information you transmit from your home computer to online retailers and banking
sites is still at risk of being exploited by a particular type of identity thief - the hacker.

Though some companies may employ hackers as means of improving their security infrastructure, the term
has become synonymous with any individual who bypasses a computer system’s security measures with the
intent of stealing information and using it for malicious purposes. And rightfully so — hackers are a growing
threat that everyone must recognize and be cautious of.

The Solution: Understand the threat, learn the necessary precautions, recognize if you are the target of a
hacker, and reverse the effects of any identity theft that has taken place.

Action Step I: How am I vulnerable? While most hackers will not take the time to attack you directly,
your personal information is at risk nonetheless. Hackers focus their efforts on breaking into the servers of
large organizations, such as banks, credit card companies, and online retailers, so if you have ever checked
an account balance, made an electric payment, or placed an order online, your personal information is and
susceptible to hacking.

Action Step II: Protect yourself: There may not be much you can do to prevent a hacker from infiltrating
a retailer’s database, but you can lessen the chance of becoming a victim by doing business exclusively with
legitimate online retailers. Many companies who conduct Internet only business go to great lengths to secure
data, making them the safest bet for keeping your data out of the hands of hackers. Be sure it's a reputable
company before you buy. Don't transmit sensitive information over computers at Internet cafes — hackers
often load viruses onto these computers and can lift information off of them with relative ease.

Additionally, hackers will often buy old, unwanted computers and troll their hard drives for sensitive
information, so if you purchase a new computer, be sure to wipe all personal files off the old one before
getting rid of it. The same goes for Blackberries, Palm Pilots, and PDA’s, which often hold both personal and
business-related information.

Action Step III: Have I been hacked? Like all forms of identity theft, the first evidence that you have
been targeted by a hacker will come in the form of suspicious phone calls, mailings, or e-mails that ask you
for account information, your Social Security Number, credit card numbers, etc. If these requests seem even
the least bit suspect, report them to the proper authorities — bank, credit card company, police -
immediately. Keep your computer free of viruses, worms, and spyware, which hackers will often employ to
corrupt files and lift information. Sweep often and keep your anti-virus software up-to-date - hackers
develop new viruses everyday, and being prepared for the next threat is often the best defense.
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